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Job Description Form – Manager Cyber Security 
	Position number:
	16347
	Classification:
	Level 7

	Division:
	Corporate Services
	Branch/section:
	Chief Information Security Office

	Reports to:
	13873 Director Digital and Technology Services
	Direct reports:
	5




About the Department
	[bookmark: _Hlk20128673]Mission
	Vision
	Values

	To lead the public sector in community – focused delivery with a high performing organisation and thriving workforce.

	Western Australia is celebrated as the best place to live in Australia.

	Respectable
Accountable
Responsive
Open-minded
Integrity


Context 
The Corporate Services team includes human resources, payroll, business operations and digital and technology services. It helps the Department of Local Government, Sport and Cultural Industries to reach its mission to enable dynamic and inclusive communities and support the WA economy through effective regulation and the facilitation of outstanding sporting and cultural experiences and opportunities.
Position purpose
Responsible for the management of procedures, policies and processes relating to cyber security. Manages security risks and threats through monitoring of DLGSC technology environment. Performs necessary penetration testing and vulnerability scanning to ensure compliance. Manages and reports on various security and cyber risks.
Responsibilities 
Cyber and Information Security Management
· Develops a comprehensive enterprise information security framework, aligned to State Government cyber security frameworks, policies and priorities.
· Monitors and manages all aspects of security for DLGSC’s enterprise IT environment and digital information assets.
· Manages the analysis and assessment of security controls for robustness, reports on effectiveness and implements improvements to harden posture.
· Oversees the implementation of cyber security controls.
· Provides advice on information and cyber security in the development of ICT Policies, Guidelines and Procedures.
· Lead cyber security incident response.
· Fosters a security-first culture within the enterprise.
Team Leadership and Strategy:
· Leads, supervises, and prioritizes the activities of the Cyber Security branch. Motivating the team in innovative thinking and developing creative solutions.
· Manages and plans the Cyber Security program of work in alignment with ICT strategy, business priorities and security threats.
· Contributes to the development of ICT strategy by providing technical expertise, advice, and identifying emerging threats and trends in the cyber security domain.
· Assists in developing key artefacts such as business cases, budgets, and initiative roadmaps for security capability uplift.
Stakeholder Engagement and Risk Management:
· Manages cyber security risk by implementing appropriate controls within organizational tolerances.
· Establishes and maintains effective customer, contractor, and stakeholder relationships to ensure IT environment and digital assets remain secure.
· Manages contracts for the delivery of cyber security services.
· Provides cyber security advice and expertise during the design and procurement of new business systems and ICT services.
· Provides strategic cyber security advice and expertise to senior leadership team.
· Represents the directorate at internal and external meetings, committees, and working groups as required.
· Maintains knowledge of industry best practices, emerging threats and capabilities.
· Perform any other duties as assigned or necessary to support the objectives of DLGSC.

COMPLIANCE AND LEGISLATIVE KNOWLEDGE
· Comply with the Department’s Code of Conduct, policies and procedures and relevant appropriate legislation; and 
· Meet Occupational Safety and Health, Equal Opportunity and other legislative requirements in accordance with the parameters of the position.

Work related requirements
This section outlines the necessary minimum requirements, in relation to the knowledge, skills, experience and qualifications required to perform the duties of the position. 
Essential
1. Role Specific Requirements
· Substantial demonstrated experience in the implementation of a digital information and cyber security work program in a cloud-first environment.
· Demonstrated experience leading a cyber security team.
· Experience responding to, containing and recovering from cyber security incidents.
· Information Security Management experience with policy and strategy development skill and capability to support achievement of Audit and Compliance regulatory requirements.
· Highly developed analytical and problem-solving skills to  proactively identify strategies and mitigate risk.

2. Shapes and Manages Strategy 
· Inspires a sense of purpose and direction
· Focuses strategically
· Harnesses information and opportunities
· Shows judgement, intelligence and common sense

3. Achieves Results 
· Builds organisational skill and responsiveness
· Marshals professional expertise
· Steers and implements change and deals with uncertainty
· Delivers intended results

4. Builds Productive Relationships
· Nurtures internal and external relationships
· Facilitates cooperation and partnerships
· Values individual differences and diversity
· Guides, coaches and develops people

5. Exemplifies personal integrity and self-awareness
· Demonstrates public service professionalism and probity
· Engages with risk and show personal courage
· Commits to action
· Displays resilience
· Demonstrates self-awareness and commitment to personal development
· Ability to understand and operate within the mission, vision and values of the Department

6. Communicates and Influences Effectively  
· Communicates clearly
· Listens, understands and adapts to audience
· Negotiates persuasively

Desirable
1. Relevant ICT related qualification or certification. 
2. Practical experience in implementation of cyber security controls, auditing or testing

Special conditions
Out of hours work may be required.

Pre-employment requirements
All department positions require a current Criminal History Check (National Police Certificate or equivalent) prior to commencement.

	Registration date
	27/06/2024
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