Senior Data Platforms Engineer, Level 6 (DPC22010)
	Division: Office of Digital Government
	Reports to: Principal Strategist 

	Directorate Branch: Data Unit
	Supervises: 0

	Location: West Perth
	OSCA Code: 


Our vision is to lead a connected government that delivers a brighter future for Western Australians. 
The Department of the Premier and Cabinet (DPC) is a central agency, leading the public sector by providing whole-of-Government advice and supporting both the Premier and Cabinet in their service to the WA community. 
Our divisions consist of State Services, Delivery and Policy, Aboriginal Engagement and Native Title, Office of the Coordinator General, Office of Digital Government and the Office of Defence Industries.
[bookmark: _Hlk125896025]Our values, Leadership, Connection and Impact, underpin the way we work. 
Our Values of Leadership, Connection and Impact, underpin the way we work and guide us as we achieve our strategic priorities. By demonstrating professionalism, courage and integrity, our collective efforts working with the public sector and throughout the community enable us to deliver high quality outcomes that improve the lives of Western Australians
About the Directorate/Branch
The Data Unit is an interdisciplinary team tasked with improving how the public sector uses evidence to make better decisions and policy.  We work with a broad range of agencies and tackle the State’s most complex social, health, environmental and economic issues.  The work we do underpins better strategy, operations and service delivery in the whole sector.  If this sounds like something that interests you, please apply.  
About the Role and Responsibilities
The Senior Data Platforms Engineer evaluates and implements new cloud computing technologies, provides technical expertise in support of infrastructure and process improvements, security, automation, and monitoring along with complex problem troubleshooting and resolution. This position establishes and recommends processes and standards for the secure and resilient management of the infrastructure and contributes to maintaining and improving an online application system.
Platform Delivery
· Leads the technical design, planning and implementation of new capabilities in the Department’s cloud-based data infrastructure, focusing on secure handling of sensitive data assets.
· Improves and maintains a small, specialised application system for receiving and managing applications.
· Ensures infrastructure meets business needs, is cost effective, resilient, and secure; solutions are adaptable and scalable to satisfy future demand.
· Develops solution/ infrastructure designs (both high level and detailed),  associated functional specifications and documentation.
· Promotes modern software engineering practices, including Continuous Integration/Continuous Deployment (CI/CD), AI-supported development, and Test-Driven Development (TDD).
· Provides high level technical advice on and investigates, evaluates and reports on matters pertaining to application development, security, and support.
Client Services
· Builds and maintains strong stakeholder relationships, collaborating and consulting with data providers, service providers, and data users.
· Ensures data and information provided to users is robust, accurate, and available in a timely manner.
· Applies user experience best practice when improving the data infrastructure aligned to the needs of data users and custodians.
Platform Operations
· Manages, operates, and monitors the computer storage network, and other AWS PaaS (Platform as a Service) in terms of security, performance, availability, cost efficiency, and disaster recovery.
· Maintains system access controls, monitoring, patching, logging, and documentation standards.
· Develops and maintains documentation that enable consistent and auditable operation of the infrastructure, data pipelines and processes.
Business Support and Innovation
· Researches and evaluates technologies and methods of delivering and enabling the use of data considering costs and benefits.
· Assists in the identification and evaluation of platform improvements, providing technical briefings to potential data providers.
· Supports continuous improvement initiatives.
· Assists the Principal Strategist and Director with record keeping, legislative, security, and data custodian requirements to ensure highly sensitive data is appropriately managed.
Corporate Responsibilities
· Exhibits accountability, professional integrity and respect consistent with DPC Values, the Code of Conduct, and the public sector Code of Ethics.
· Takes reasonable care to protect your own safety and health at work, and that of others by co-operating with the safety and health policies and procedures of the Department and complying with all provisions of the Work Health and Safety Act 2020
· Undertakes other duties as required.
Building Leadership Impact
We consider all our people are leaders and aim to build the impact of their leadership in our important work for the sector and community. As such we expect all our people to adopt the expected behaviours and associated mindsets outlined in Building Leadership Impact and described fully in Leadership Expectations. The leadership context of this position is Personal Leadership and there are opportunities for professional development and growth.
Work Related Capabilities (Selection Criteria)
Essential
1. Considerable experience in the end-to-end delivery of cloud-based ICT solutions or infrastructure; experience translating business requirements into technical specifications to deliver customer-centric solutions.
2. Demonstrated experience deploying, managing, or operating secure and reliable systems in the cloud; developing solution design documentation.
3. Extensively demonstrated ability to apply interpersonal and communication skills to establish and maintain positive working relationships within a multi-disciplinary team and with a broad range of stakeholders.
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4. Proven conceptual, analytical, and problem-solving ability relating to the delivery and operation of ICT solution
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Desirable
1. Knowledge of Infrastructure-as-Code deployment tools (e.g. CloudFormation, Terraform), Python, Django, SQL, PostgreSQL, Linux, Docker containerisation, modern secure development practices, or contemporary web development technologies
2. Experience with workflow engines or state machines in the Django ecosystem, such as django-viewflow or django-fsm.
3. Relevant tertiary qualifications and/or industry certifications.
Employment Conditions
For permanent appointments you must also be eligible to live and work in Australia indefinitely. Employees engaged on fixed term appointments will require a valid work visa for the duration of their contract.
Appointments are also subject to a 100-point identification check and satisfactory Criminal Records Screening Clearance.
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