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JOB DESCRIPTION FORM
ICT Systems and Network Officer (CC018015) Level 5 
 Business and Corporate Services
REPORTING RELATIONSHIPS
	Responsible to:
	Lead Infrastructure and Support Services Administrator 

	This position:
	ICT Systems and Network Officer

	Direct reports:
	Nil


ABOUT CHEMCENTRE
We provide high quality, independent chemical information, applied research, expert advice, emergency incident support, and complex analytical services to government agencies, industry and research groups, based on core skills in chemistry which are recognised at national and international levels.
To achieve our Vision of being Western Australia’s leading provider of specialised chemical and forensic science services, we are committed to providing a workplace culture driven and shaped by our Values.  Our staff are expected to demonstrate a commitment to our Values of:
	TECHNICAL EXCELLENCE
	We advocate for technical excellence and use excellent science to inform and improve everything we do.

	INNOVATION
	[bookmark: _Hlk198644091]Through method development, and targeted, collaborative research and development we continually seek to improve our science.

	INTEGRITY
	We strive to operate ethically, sustainably, safely and with integrity in all we undertake.

	RESPECT
	We respect our clients, our staff and the responsibilities we are charged with.


We have adopted the Building Leadership Impact initiative which provides a comprehensive and integrated approach for positive leadership change across the public sector. Leadership Expectations provides a common understanding of the expected behaviours and associated mindsets in different leadership contexts to support the professional development and growth of our staff.  The leadership context of this position is Personal Leadership.
ABOUT THIS POSITION
The ICT Systems and Network Officer is required to provide timely, responsive and effective level 1, 2 and 3 ICT support and problem resolution for ChemCentre staff. Working closely with the Lead Infrastructure and Support Services Administrator, this role supports ongoing system administration of the ChemCentre ICT infrastructure, applications, system resources and end user devices, ensuring that appropriate documentation is maintained.
The role is also required to support to maintain secure and reliable systems and services, and a working understanding of the Essential 8 framework is required. 
The ICT Systems and Network Officer is an all-rounder and is required to have a good technical understanding of Microsoft Server and Desktop operating systems, Microsoft M365 applications, networking, storage, virtualization, ChemCentre specific applications as well as good management practices for ensuring efficient running of these systems. 

KEY RESPONSIBILITIES
incident, problem and support request management
Provides input into ICT support services strategy and plans.
Trains, mentors, coaches and supports junior ICT Officers to provide professional ICT services to ChemCentre staff.
Assesses and prioritises logged ICT service requests and resolves issues including discussion with the Lead Infrastructure and Support Systems Administrator or vendor support, workstation service delivery and inform progress to staff and stakeholders to closeout.
Updates logged service requests to ensure documented closeout within agreed service levels.
advice, training and relationship management
Assists in training staff of ICT services under relevant policies and procedures, checklists, and work instructions.
Provides ICT advice and guidance to staff regarding M365 applications, ChemCentre specific applications as well as server and workstation operating environments and resources.
Provides direct (one on one) support and assistance to staff.
Provides project assistance to large ICT projects and manages smaller projects in coordination with the Lead Infrastructure and Support Services Administrator.
End User Device Installations and configuration management
Installs, configures and tests computers, printers and associated hardware and software.
Performs maintenance and troubleshooting of end user workstation hardware, software, and peripheral devices. 
Manages workstation Standard Operating Environment (SOE) including deployment, installation, configuration of software and hardware throughout the lifecycle using Microsoft Endpoint Manager (Formerly System Centre Configuration Manager).
Assists with maintenance of ChemCentre’s ICT Asset Register.
Systems and network administration
Monitors system backups and undertake recovery as required. 
Monitors critical systems and server alerts to ensure continuity.  
Works with the Lead Infrastructure and Support Services Administrator in performing relevant system, M365, Cloud and network administrator tasks.
Contributes to the development of ICT documentation. 
Contributes to continuous improvement methods in line with ITIL principles.
Supports the planning and management of security controls and threat and incident response, contributing to  continuous improvement to maintain a secure environment.  
CORPORATE
Adheres to the Public Sector Code of Ethics; ChemCentre's Values and Code of Conduct, including reporting wrongdoing; the principles and practices related to equal opportunity, diversity and inclusion; and all applicable legislation, policies and procedures.
Actively participates in the performance development program and completes all mandatory training applicable to the role.
Takes all reasonable care for the health, safety and wellbeing of yourself and others by complying and cooperating with work health and safety legislation, policies and procedures.
OTHER
Undertakes other duties as directed in accordance with strategic objectives, business plans, workload priorities, and performance management plans.


WORK-RELATED REQUIREMENTS (SELECTION CRITERIA)
Able to demonstrate the following selection criteria which are applied in the context of the key responsibilities of the position and our Values:
ESSENTIAL
Experience providing level 1, 2 and 3 ICT support, including support for servers, storage, networks, M365, Cloud, organisation specific applications, and end user devices.
Ability to provide guidance, mentoring, and technical leadership to junior ICT staff.
Ability to communicate effectively at all levels, both verbally and written.
Ability to identify client needs and provide flexible and responsive service.
Working both independently and as part of a team, with a positive approach to continuous improvement.  
Well-developed conceptual and analytical skills, including the ability to resolve problems through creative and workable solutions.
DESIRABLE
1. Possession of or progress towards a degree level qualification in Information and Communications Technology related discipline.
1. Knowledge and experience in the application of ITIL principles, Microsoft end user technologies, and cloud based solutions.
1. Experience with VEEAM, vSphere, Linux, scripting / Powershell is highly regarded.
ELIGIBILITY FOR APPOINTMENT
Appointment is subject to a satisfactory:
National Police Clearance (less than three months old).
fitness for work assessment via alcohol and drug testing.
proof of identity, including the right to work in Australia.
OTHER SPECIAL REQUIREMENTS
A buccal swab for the DNA elimination database may be required.
Participation in ChemCentre’s Hepatitis Immunisation Program.
May be required to work after-hours for maintenance requirements and be on-call for after-hours Monitoring and Response during Peak or Critical Business events.  
ADMINISTRATION DETAILS
	Award:
	Public Service Award 1992

	Agreement:
	Public Sector CSA Agreement 2024 (and its replacement)

	Location:
	Bentley
	Criteria Progression:
	No

	Approved by:
	Director Business and Corporate Services

	Effective Date:
	April 2026
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