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JOB DESCRIPTION FORM
Information Management and Privacy Officer (CC020210) Level 5
Human Resources and Information Services 
Business and Corporate Services 
REPORTING RELATIONSHIPS
	Responsible to:
	Manager Human Resources and Information Services

	This position:
	Information Management and Privacy Officer

	Direct reports:
	Nil


ABOUT CHEMCENTRE
We provide high quality, independent chemical information, applied research, expert advice, emergency incident support, and complex analytical services to government agencies, industry and research groups, based on core skills in chemistry which are recognised at national and international levels.
To achieve our Vision of being Western Australia’s leading provider of specialised chemical and forensic science services, we are committed to providing a workplace culture driven and shaped by our Values.  Our staff are expected to demonstrate a commitment to our Values of:
	TECHNICAL EXCELLENCE
	We advocate for technical excellence and use excellent science to inform and improve everything we do.

	INNOVATION
	[bookmark: _Hlk198644091]Through method development, and targeted, collaborative research and development we continually seek to improve our science.

	INTEGRITY
	We strive to operate ethically, sustainably, safely and with integrity in all we undertake.

	RESPECT
	We respect our clients, our staff and the responsibilities we are charged with.


We have adopted the Building Leadership Impact initiative which provides a comprehensive and integrated approach for positive leadership change across the public sector.  Leadership Expectations provides a common understanding of the expected behaviours and associated mindsets in different leadership contexts to support the professional development and growth of our staff.  The leadership context of this position is Personal Leadership.
ABOUT THIS POSITION
The Information Management and Privacy Officer provides advisory, support and training services to staff in the records and document management system. The role also contributes to the effective implementation and administration of the Privacy and Responsible Information Sharing (PRIS) Act 2024, supporting compliance with the legislation. 
Reporting to the Manager Human Resources and Information Services, this position is responsible for undertaking a range of records and information management activities in accordance with our Recordkeeping Plan to meet business objectives and comply with the State Records Act 2000. This includes undertaking reviews and audits of documents, record keeping systems and procedures.
The incumbent will support the Privacy Officer by administering privacy safeguards, coordinating information sharing requests, and providing advice on privacy-related matters. 

KEY RESPONSIBILITIES
information management
Provides advisory and support services to staff regarding organisation wide document management and record keeping functions, processes, procedures, systems and responsibilities.
Undertakes reviews and audits of document management and record keeping systems and procedures to identify improvement needs and ensure compliance with corporate and legislative requirements including the State Records Act 2000.
Develops, implements and evaluates policies, procedures, and guidelines to support effective information management.
Manages and maintains the Business Classification Scheme (BCS), liaising with stakeholders to develop new or refine terminology and scope.
Provides training and raises awareness of responsibilities and procedures relating to record keeping and document management requirements.
Maintains user-focused document management and record keeping systems and liaises with the proprietor when needed to resolve issues.
Coordinates and undertakes records/document management projects as required including retention and disposal schedules.
Coordinates and prepares responses to applications under the Freedom of Information Act 1992 to ensure prescribed timeframes are met.
privacy and responsible information sharing (pris)
Supports the Privacy Officer (as defined under section 151 of the PRIS Act) to fulfill their responsibilities as prescribed in legislation by:  
· Liaising with internal and external stakeholders to facilitate the implementation of the Information Privacy Principles and provide informal training or resources to support compliance and understanding;
· Providing operational advice and support to staff and management on the practical application of PRIS legislation, ensuring compliance with privacy safeguards;
· Developing, implementing and evaluating policies, procedures, and standards to ensure compliance with PRIS legislation;
· Coordinating and processing information sharing requests, maintaining accurate records, and ensuring they comply with legislative and policy requirements; and
· Preparing reports, documentation, and correspondence to support PRIS activities, including working with the ICT team in the mandatory breach scheme.
CORPORATE
Adheres to the Public Sector Code of Ethics; ChemCentre's Values and Code of Conduct, including reporting wrongdoing; the principles and practices related to equal opportunity, diversity and inclusion; and all applicable legislation, policies and procedures.
Actively participates in the performance development program and completes all mandatory training applicable to the role.
Takes all reasonable care for the health, safety and wellbeing of yourself and others by complying and cooperating with work health and safety legislation, policies and procedures.
OTHER
Undertakes other duties as directed in accordance with strategic objectives, business plans, workload priorities, and performance management plans.


WORK-RELATED REQUIREMENTS (SELECTION CRITERIA)
Able to demonstrate the following selection criteria which are applied in the context of the key responsibilities of the position and our Values:
ESSENTIAL
Experience and knowledge in information management and an understanding of contemporary recordkeeping issues and systems.
Experience in providing training to end-users in physical and electronic document records management systems and associated procedures.
Ability to develop, implement and evaluate policy and procedures which comply with records and information management legislative requirements, principles and practices.
Ability to provide advice and guidance on privacy safeguards, information sharing, and governance processes to staff at all levels.
Well-developed verbal, written and interpersonal skills.
DESIRABLE
1. Qualifications in records and/or information management.
ELIGIBILITY FOR APPOINTMENT
Appointment is subject to a satisfactory:
National Police Clearance (not less than three months old).
fitness for work assessment via alcohol and drug testing.
proof of identity, including the right to work in Australia.
OTHER SPECIAL REQUIREMENTS
A buccal swab for the DNA elimination database may be required.
Participation in ChemCentre’s Hepatitis Immunisation Program.
ADMINISTRATION DETAILS
	Award:
	Public Service Award 1992

	Agreement:
	Public Sector CSA Agreement 2024 (and its replacement)

	Location:
	Bentley
	Criteria Progression:
	No

	Approved by:
	Chief Executive Officer

	Effective Date:
	March 2026
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